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*icmp

e Attacker IP
* Victim IP

& Server Manager - [

@ y

Server Manager * Local &% Manage  Tools  View

i PROPERTIES

i2 Dashboard For server1

Local Server

TASKS =

Computer name serverl Last installed updates Never
Windows Update

Last checked for updates

& All Servers

Domain testlocal Download updates only, using Windows Update

1/4/2026 8:16 PM

Windows Defender Firewall Public: On Windows Defender Antivirus Real-Time Protection: Off
Remote management Enabled Feedback & Diagnostics Settings

Remote Desktop Enabled IE Enhanced Security Configuration Off

NIC Teaming Disabled Time zone (UTC+03:30) Tehran
Ethernet1 192.168.100.20, IPv6 enabled Product ID Not activated

Microsoft Windows Server 2019 Datacenter  Processors
VMware, Inc. VMware20,1

Operating system version AMD Ryzen 5 PRO 2500U w/ Radeon Vega Maobile Gfx, AMD Ryzen !
Installed memory (RAM) 2 GB

89.64 GB

Hardware information

Total disk space

EAIERITC



File Actions Edit View Help

[——(
—$ sudo -s

[sudo] password for hesam:
/home/hesam
ping 192.168.100.20

PING 192.168.100.20 (192.168.100.20) 56(84) bytes of data.

[ |icmp X
No. Time Source Destination Protocol Length Info
8 3.332095 192.168.186.58 192 .168.1606.20 ICMP 98 Echo (ping) request id=Bxecdl, seq=55/14880, ttl=64 (no response found!)
1@ 4.355952 192.168.1008.50 192.168.166.20 ICMP 98 Echo (ping) request id=BOxecd4l, seq=56/14336, ttl=64 (no response found!)
15 5.380808 192.168.1008.50 192.168.166.20 ICMP 98 Echo (ping) request id=Oxecd4l, seq=57/14592, ttl1=64 (no response found!)
17 6.404237 192.168.100.58 152.168.166.20 ICMP 98 Echo (ping) request id=©xec4l, seq=58/14848, ttl1=64 (no response found!)
18 7.428285 192.168.100.58 152.168.166.20 ICMP 98 Echo (ping) request id=©xecd4l, seq=59/15104, ttl=64 (no response found!)
22 8.456324 192.168.108.508 192.168.1886.20 ICMP 98 Echo (ping) request id=Bxecdl, seq=68/15360, ttl=64 (no response found!)
24 9_476060 192.168.108.508 192.168.1886.20 ICMP 98 Echo (ping) request id=Bxecdl, seq=61/15616, ttl=64 (no response found!)
27 18.581881 192.168.100.580 192.168.166.20 ICMP 98 Echo (ping) request id=0xecd4l, seq=62/15872, ttl=64 (no response found!)
28 11.524781 192.168.100.50 192.168.166.20 ICMP 98 Echo (ping) request id=@xecd4l, seq=63/16128, ttl1=64 (no response found!)
29 12.547444 192.168.108.50 192.168.106.20 ICMP 98 Echo (ping) request id=©xec4l, seq=64/16384, ttl=64 (no response found!)
30 13.572895 192.168.108.50 192.168.106.20 ICMP 98 Echo (ping) request id=©xec4l, seq=65/16640, ttl=64 (no response found!)
<
Frame 3: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface \Devi 89 ©c 29 69 a3 77 8@ Bc 29 45 2d 24 @8 00 45 00 Yi-ow-- JE-%--E
Ethernet II, Src: VMware 45:2d:24 (80:0c:29:45:2d:24), Dst: VMware 69:a3:77 (00:0c:29 @0 54 49 52 4@ @@ 49 @1 a7 bf c@ a8 64 32 c@ a8 - TIRE@ @ d2
Internet Protocol Version 4, Src: 192.168.100.508, Dst: 192.168.100.20 33 ;g gf gg gé g; g; gé 22 3; i; ii ?g 22 gi ?g d---b--A -4>7:3
Internet Control Message Protocol 16 17 18 19 1a 1b 1c 1d 1le 1f 20 21 22 23 24 25 " #$%
26 27 28 29 2a 2b 2c 2d 2e 2f 3@ 31 32 33 34 35 &' ()*+,- ./812345
36 37 67




ol \.MLU}.] u&u\ Ja )JPL@—Q J
* nmap 192.168.100.20
‘Wireshark 2 J&las e

etcp.flags.syn == 1 && tcp.flags.ack ==

e

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AB 46 TRE Qes=g sEaaq T

I |t{:p.ﬂags.syn == 1 && tep.flags.ack == 0 | |

No. Time Source Destination Protocol Length Info

464 308.497699 192.168.100.50 192.168.100.20 TCP 60 33550 » 80 [SYN] Seq=0 Win=1024 Len=0 MS5=1460

4

Frame 458: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \De| 0080 8@ 8c 29 69 a3 77 8@ @c 29 45 2d 24 08 @@ 45 @0 ~-)i-w-- )E-%--E-

Ethernet II, Src: VMware_45:2d:24 (80:8c:29:45:2d:24), Dst: VMware 69:a3:77 (@@:@c:29| ©91¢ ©@ 2c 4 02 0@ o8 33 36 48 32 c@ a8 64 32 cb a8 ('i:""5' H2--d2--
- 0026 64 14 83 @e Oc ea ad de 80 b O 00 60 88 60 02 e e .

Internet Protocol V. 4, Src: 192.168.100.50, Dst: 192.168.100.20

Hesrss Fosimeas meieaa s 2 2 s 0030 @4 @0 8c ©7 00 0@ 02 04 ©5 b4 0@ @@ .-

Transmission Control Protocol, Src Port: 33558, Dst Port: 3386, Seq: @, Len: @

VoW VY
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* Client - Server
*SYN

* Server = Client
e SYN + ACK

* Client - Server
* ACK

12 i g alad) dla e 4 HITCP Jlail () 8 e
A3 e Jlall Cuul g 53 DS e

A3 e ey g e



FHICR,
* tcp.flags.syn ==

o ®
cuwlSYN  ¢ljlsPacket e

e tcp.flags.ack ==
3,105 59> ACK ©
TCw! 40SOC (gl ydad oyl g
S o 3wl adsl Jlasl l)ia Ysene oalye POrt Scan >
nmap 5l Mo ®



* nmap -s$ 192.168.1.10
S e JLaISYN Packet saly) dlaad )3l il o
296 JalS Juall 4SSyl 05 #

Nmap done: 1 IP address (1 host up) scanned in 17.42 seconds

/home/hesam
192.168.100.20
Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-05-17 02:23 EDT

I |tcp.ﬂags.syn == 1 && tcp.flags.ack ==

No. Time Source Destination Protocol Length Info

464 -899.774202 192.168.100.50 192.168.100.20 TCP 60 33550 > 80 [SYN] Seq=0 Win=1024 Len=0@ MS5=1460

<

0008 88 Bc 29 69 a3 77 00 Bc 29 45 2d 24 B8 80 45 89 < Yi-w-- JE-%--E

> Frame 458: 60 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface \De
Ge18 8@ 2c T4 82 60 80 35 86 48 32 cb aB 64 32 cb a8 ~y----5- H2--d2-

% Frhernet TT  Srr- VWMware AS-2d-24 (AA-Ac-29-A5-24-24% Net - YMuware R9-33-77 (AA-Ac-79
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*tcp.flags.syn == 1 && tcp.flags.ack ==
A e (LS ksd\Wireshark e

*TCP connection attempts

L
la Jlas & g e
SYN Scane
dusil 5l (A3



DNS Julas

192w ®
A8 Resolve | asly & )5
1S o 1ysl Victim e
* nslookup google.com
Wireshark: ,» |l>;®

°dns



User Datagram Protocol.

Query
Response

Resolved IP

Src Port:

52262,

Dst Port:

53

e T R R

P

- T

= e T e L T . V.Y

File Edit WView Go Capture Analyze Statistics Telephony Wireless Tools Help
W0 XE Res=EFIL EaaaTH
|dns\
No. Time Source Destination Protocol Length Info
79.. 2828.492693 192.168.100.50 3.8.8.8 DNS 81 Standard query @x7b3d AAAA 2.debian.pool.ntp.org
79.. 2833.496268 192.168.100.50 8.8.8.8 DNS 81 standard query @xab89 A 2.debian.pool.ntp.org
79.. 2833.496413 192.168.1600.58 3.8.8.8 DNS 81 Standard query @x7b8d AAAA 2.debian.pool.ntp.org
79.. 2838.504234 192.168.100.50 3.8.8.8 DNS 81 Standard query @x18808 A 3.debian.pool.ntp.org
79.. 2838.5084464 192.168.166.508 3.8.8.8 DNS 81 Standard query @xb5%a AAAA 3.debian.pool.ntp.org
79.. 2843 .518343 192.168.166.508 3.8.8.8 DNS 81 Standard query @x1888 A 3._debian.pool.ntp.org
79.. 2843 .510679 192.168.106.508 8.8.8.8 DNS 81 Standard query @xb5%a AAAA 3.debian.pool.ntp.org
79.. 2848.517589 192.168.106.508 8.8.8.8 DNS 81 Standard query @x95ef A @.debian.pool.ntp.org
79.. 2848 517957 192.168.106 .58 8.8.8.8 DNS 81 Standard query B@xeaea AAAA B.debian.pool.ntp.org
79.. 2853 .5239808 192.168.106 .58 8.8.8.8 DNS 81 Standard query @x95ef A @.debian.pool.ntp.org
79.. 2853.523980 192.168.106.58 3.8.8.8 DNS 81 Standard query @xeaea AAAA ©.debian.pool.ntp.org
<
Frame 457: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface ‘\De 74 d2 1d 87 58 f1 8@ @c 29 45 2d 24 98 99 45 @@ t---P JE-
Ethernet II, Src: VMware 45:2d:24 (00:0c:29:45:2d:24), Dst: HuaweiTechno 87:50:f1 (74 gg g; be gg gg 2? gg ;% ;13 Ei ;g SS g;‘ 3; gg gi C &@S@f g ;
Internet Protocol Version 4, Src: 192.168.100.50, Dst: 8.8.8.8 “c h
B T - s 00 00 90 00 00 @ 01 31 06 64 65 62 69 61 6e 04 1 -de



» & s DNS Resolution Jol5' sio 8 4 by yo 5590 duw ol
Ay eyl ol o Wireshark

Dgud o 044D DNS ;ia\);

*Query
* Response
*Resolved IP



*DNS Query
Cal 4l SO IP 308 s (gl coS canlgs > Query®
g2yl Jlo®

e gise )5 )90 > )8
*coogle.com
S Ol b S o ) 4dala Gl [Pl i) e
i 8 0 DNS Cul 53



P e (6 M A Y saza Wireshark e
*Source: 192.168.1.10
* Destination: 8.8.8.8
* Protocol: DNS
* Info: Standard query A google.com
Julade
)8 aluss > Source IP ¢
DNS Server - Destination IP ¢
4|Pv Lusl 52 0 - Query Type A



* DNS Response
2235 el DNS Lsw cQuery )l axye
i - Wireshark _ae
*Source: 38.8.8.8
* Destination: 192.168.1.10
* Protocol: DNS
*|nfo: Standard query response
D el e saANnswers iasPacket Jaly jae



ﬁ Capturing from Ethernetl

File Edit View (Go Capture Analyze Statistics Telephony Wireless Tools Help
oo XRC Q b EG & = QaqfFH
.ldns ‘Ea
No. Time Source Destination Protocol Length Info
89.. 3374.206366 192.168.100.50 8.8.8.8 DNS 81 Standard query B@xcffl AAAA @.debian.pocl.ntp.org
89.. 3379.213224 192.168.166.56 8.8.8.8 DNS 81 Standard query B8x8b2a A 1.debian.pool.ntp.org
89.. 3379.213460 192.168.166.50 8.8.8.8 DNS 81 Standard query B8xbb36 AAAA 1.debian.pool.ntp.org
89.. 3384.219068 192.168.100.50 8.8.8.8 DNS 81 Standard query @x8b2a A 1.debian.pool.ntp.org
89.. 3384.219459 192.168.100.50 8.8.8.8 DNS 81 Standard query @xbb38 AAAA 1.debian.pocl.ntp.org
89.. 3389.226609 192.168.166.506 8.8.8.8 DNS 81 Standard query 8x2c45 A 2.debian.pool.ntp.org
89.. 3389.226701 192.168.1606.50 8.8.8.8 DNS 81 Standard query B8x7cbd AAAA 2.debian.pool.ntp.org
89.. 3394.232297 192.168.100.56 8.8.8.8 DNS 81 Standard query @x2c45 A 2.debian.pool.ntp.org
89.. 3394.232589 192.168.100.56 8.8.8.8 DNS 81 Standard query @x7cbd AAAA 2.debian.pocl.ntp.org
89.. 3399.239117 192.168.100.50 8.8.8.8 DNS 81 Standard query @x6lcf A 3.debian.pool.ntp.org
89.. 3399.239457 192.168.100.50 8.8.8.8 DNS 81 Standard query @xd7c3 AAAA 3.debian.poocl.ntp.org
£
Frame 457: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \De d2 1d 87 58 f1 @@ 8c 29 45 2d 24 83 86 45 ee JE-%- -E-
Ethernet II, Src: VMware 45:2d:24 (@0:0c:29:45:2d:24), Dst: HuaweiTechno 87:50:f1 (74 gg be gg gg 22 gg ;1: ;3 Ei ;g gg gi 3; gg g? X 5@} ?F"'dz"
. cc C ---&-5- P
Int t Prot 1w 4, Src: 192.168.1080.50, Dst: 8.8.8.8 .
HEsES Bonten mefan B S o e P2 90 00 00 00 @1 31 06 64 65 62 69 61 Ge 04 1 -debian-
User Datagr‘am Pr‘otocolj Src Port: 52262, Dst Port: 53 E_F E_F 6c 02 6e 74 78 a3 Ef 72 67 60 06 1c 68

v Domain Name System (query)

Questions: 1
Answer RRs: ©

Authority RRs: @
Additional RRs:

Queries

Transaction ID: @x5699
Flags: @x0100 Standard query

@

pool-ntp -org- - -



* Resolved IP
Al 8 a2 DNS 4S cuul s [P (s Resolved IP ¢
1 gl e 0 ) A 3 Wireshark e

* Domain Name System
* Answers
. Name: google.com
. Address: 142.250.190.14
S e 0aléiu) Jladl (o) aluw 48 Sl (6 s Glaa [P () e
Jgdin 5o dan Sl 5 Y sana () ) ase



Nmap done: 1 IP address (1 host up) scanned in 17.58 seconds

/home/hesam
nslookup google.com
communlicatlions error to 8.8.8.8#53: timed out
communlications error to 8.8.8.8#53: timed out
communlications error to 8.8.8.8#53: timed out
no servers could be reached

/home/hesam




*32jd83js82kdn2.domain.com

e x82kdn2kdd.domain.com
e 82kdkd92kd.domain.com

* DNS Tunneling



d Capturing from Ethernet1
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

2 $d e 02l SlDNS

mae RE QeuwEFgeEElaaqairm
|dns |t3
No. Time Source Destination Protocol Length Info
1@.. 4315.375642 192.168.180.508 §.8.8.8 DNS 81 Standard query ©x5aS5e AAAA 2.debian.pool.ntp.org
10.. 4320.380874 192.168.100.50 8.8.8.8 DNS 81 Standard query ©x7792 A 3.debian.pool.ntp.org
10.. 4320.380874 192.168.18.50 8.8.8.8 DNS 81 Standard query 8x5a9c AAAA 3.debian.pool.ntp.org
1@.. 4325.386795 192.168.100.50 8.8.8.8 DNS 81 Standard query @x7792 A 3.debian.pool.ntp.org
1@.. 4325.387431 192.168.180.50 8.8.8.8 DNS 81 Standard query ©x5a9c AAAA 3.debian.pool.ntp.org
1@.. 4330.394191 192.168.10.50 8.8.8.8 DNS 81 Standard query @x@83a A ©.debian.pool.ntp.org
1@.. 4338.394338 192.168.180.508 §.8.8.8 DNS 81 Standard query ©x2881 AAAA @.debian.pool.ntp.org
1@.. 4335.399897 192.168.100.50 8.8.8.8 DNS 81 Standard query ©x083a A ©.debian.pool.ntp.org
10.. 4335.400224 192.168.18.50 8.8.8.8 DNS 81 Standard query ©x2881 AAAA @.debian.pool.ntp.org
1@.. 4340.486572 192.168.100.50 8.8.8.8 DNS 81 Standard query @xeb93 A 1.debian.pool.ntp.org
10.. 4346.486792 192.168.180.50 8.8.8.8 DNS 81 Standard query ©xfa96 AAAA 1.debian.poocl.ntp.org
<
Frame 457: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \De 74 d2 1d 87 58 f1 @@ @c 29 45 2d 24 93 @0 45 @8 t---P JE-$--E
Ethernet II, Src: VMware_45:2d:24 (00:0c:29:45:2d:24), Dst: HuaweiTechno_87:50:f1 (74 22 gg be g; gg 2? gg ;1 f;j ei ;g ;g 3‘11 ;é gg gi c &@5@/ § . d2
. cc C
Internet Protocol Version 4, Src: 192.168.100.50, Dst: 8.8.8.8 o0 00 00 00 00 8@ 81 31 06 64 55 62 69 61 e 84 1 . debian
User Datagram Protocol, Src Port: 52262, Dst Port: 53 70 6f 6f 6c B3 6e 74 70 03 6Ff 72 67 00 00 1lc 80 pool-ntp -org
~ Domain Name System (query) a1

Transaction ID: @x5899
Flags: 9x0180 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @

v Queries

1.debian.poocl.ntp.org: type AAAA, class IN

REREEY

O e

DNS (a8 ilé
) DNS Jagé i

:Wireshark _-

sWLResponse sQuery ad



* Statistics > Endpoints

I Capturing from Ethernetl

ile  Edit WView Go Capture Analyze Statistics
mae XC | e« EP
||dns
[s} Time Source
10.. 4425.532609 192.168.100.50
10.. 4425.532768 192.168.100.50
10.. 4430.539602 192.168.100.50
10.. 4438.539832 192.168.100.56
1@.. 4435.545639 192.168.106.50
1@.. 4435.545983 192.168.100.50
10.. 4446 .552284 192.168.100.50
10.. 4446 .552505 192.168.100.50
10.. 4445.556179 192.168.100.50
10.. 4445.556532 192.168.100.50
10.. 4450.563431 192.168.100.50

Frame 457: 81 bytes on wire (648 bits), 81
Ethernet II, Src: VMware_45:2d:24 (00:0c:2
- Internet Protocol Version 4, Src: 192.168.

- User Datagram Protocol, Src Port:

 Domain Name System (query)

» Transaction ID: Bx5099

> Flags: ©@x@108 Standard query

Questions: 1
Answer RRs: @
Authority RRs: @

Additional RRs:

v Queries

]

52262, D

Capture File Properties
Resolved Addresses
Protocol Hierarchy
Conversations
Endpoints
Packet Lengths
|/C Graphs

Service Response Time

DHCP (BOOTP) Statistics
NetPerfMeter Statistics
OMNC-RPC Programs
29West

ANCP

BACnet

Collectd

DNS

Flow Graph

HART-IP

HPFEEDS

HTTP

HTTP2

Sametime

TCP Stream Graphs

UDP Multicast Streams
Reliable Server Pooling (RSerPool)
SOME/AP

Ctrl+Alt+5hift+C

IPv6 Statistics

DNS Sl lapiunms (19,5 14 ®
L S Aqe




Statistics

- =t - LN T=1 T ="
a0 _apiure Analyze

X € Q &= = =E F

*

elephony
Elepnony
b

Time

10.. 4480.
10.. 4485.
10.. 4485.
10.. 4490.
10.. 4490.
10.. 4495,

10.. 4495

10.. 4500.
10.. 4500.
10.. 4585.
10.. 4585.

6033
6092
6093
61632
6165
6223
.6226
629/
6384
6354
6354

Frame 457: 81

Ethernet

Internet

User Datagram

Domain MName Sy

» Transa

> Flags:

Questions:

NN =]

IT, ¢
Proty

ction
Bx61

‘ Wireshark - Endpoints - Ethernet

Endpoint Settings
MName resolution

Limit to display filter

Copy h

Map i

Protocol

Bluetooth
BPv7Y
DCCP
Ethernet
FC

FDDI

IEEE 802.11

ICCC O™ A A

IS

Filter list for specific type

— L X
Ethernet - 2 IPv4 - 2 IPvb TCP UDP - 453
Address Packets Bytes Total Packets Percent Filtered Tx Packets TxBytes Rx
8.8.88 1,811 147 kB 1,811 100.00% 0 0 bytes
192.168.100.50 1,811 147 kB 5,889 30.75% 1,811 147 kB
< >

A 3.debian.;
debian.poao.
A 3.debian.;
debian.poo.
A ©.debian.;
debian.poao.
L B.debian.;
debian.poo.
A 1.debian.;
debian.poo.

A 1.debian.;

Close

Help

19 45 2d 24
16 21 cB@ a8
fd c1 56 99
16 64 65 B2
13 6F 72 67

PR

T



S 8L o [P Jlss
L, 5L Query sl e

i )8 oo oy Cudy (Slacuslys > ¢
Jlae

*192.168.1.45 - 500 DNS queries
*192.168.1.12 - 15 DNS queries



DNS Traffic ;5 gole e gbaiald 3,5 o

Yioial a5 oS o |, oladiels DNS QUErY olsa oy 5l 45 ol ol Can e
Mloaw wJosDNS Tunneling UMalware lawgs

DNS Query hsd 33 S jilde
(Ll 43) M ) ) DNS sl & ) Jasd i) e
* dns.flags.response ==
Juladie
> response==0 ¢

AS Ll i ) hadd o sSIResponse =2Queryresponse ==1 ¢
0 gl e 0210 nlad s )8 e 42la 3 SResolve ) Watu



B gLy nann cuer e

File Edit View Go Capture Analyze Wireless  Tools
mae R [E ] &= = = & Q q [
[ | |dns.ﬂags.resp0nse ==0 |
No. Time Source Destination Protocol Length Info
11.. 5671.336182 192.168.100.50 8.8.8.8 DNS 81 Standard query Bx824e AAAA 2.debian.pool.ntp.org
11.. 5676.338897 192.168.100.50 8.8.8.8 DNS 81 Standard query Bxfc75 A 2.debian.pool.ntp.org
11.. 5676.338988 192.168.100.50 3.8.8.8 DNS 81 Standard query Bx824e AAAA 2.debian.pool.ntp.org
11.. 5681.343999 192.168.100.50 8.8.8.8 DNS 81 Standard query Bxel28 A 3.debian.pool.ntp.org
11.. 5881.344893 192.168.186.58 8.8.8.8 DNS 81 Standard query @x3925 AAAA 3.debian.pool.ntp.org
11.. 5886.349771 192.168.100.50 3.8.8.8 DNS 81 Standard query B8xel28 A 3.debian.pool.ntp.org
11.. 5086.349918 192.168.166.56 8.8.8B.8 DNS 81 Standard query @x3925 AAAA 3.debian.pool.ntp.org
11.. 5891.355918 192.168.186.58 8.8.8.8 DNS 81 Standard query @x2elf A 8.debian.pool.ntp.org
11.. 5891.355918 192.168.1686.58 &.8.8.8 DNS 81 Standard query @xd51d AAAA @.debian.pool.ntp.org
11.. 5896.3611660 192.168.166.56 8.8.8B.8 DNS 81 Standard query @x2elf A @.debian.pool.ntp.org
11.. 5696.361390 192.168.186.50 8.8.8.8 DNS 81 Standard query Bxd51d AAAA @.debian.pool.ntp.org
L4
Frame 457: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \De fl @@ @c 29 45 2d 24 @8 @@ 45 @@ t---P--- )E-$--E
Ethernet II, Src: VMware 45:2d:24 (00:0c:29:45:2d:24), Dst: HuaweiTechno 87:50:f1 (74 @6 486 11 46 el c@ a8 64 32 B8 @8 @@ F---d2
B8 08 cc 26 @0 35 @0 2f 7d cl 50 99 @1 66 60 01 &5/ }-P

Internet Protocol Version 4, Src: 192.168.1680.50, Dst: 8.8.8.8

User Datagram Protocol, Src Port: 52262, Dst Port: 53
~ Domain Name System (query)
Transaction ID: @x5899
Flags: 0x98100 Standard guery
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @

pool-ntp -org-QE




* dns.qry.name

adtald eu uﬂﬁw
A8 3L, W DNS Query ) 2 Packet L2
g AL

O3S Gl A d elug.u AS Cuul (glAliala eu et

‘ Wireshark - Packet 11401 - Ethernet]

- O

Transaction ID: 8x9d97

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @
v Queries

3.debian.pool.ntp.org:

<

Flags: ©6x818@ Standard query

type A, class IN

74 d2 1d 87 58 f1 @8 ec
B8 43 58 S6 40 88 48 11
B8 88 9e b9 @0 35 B0 2f
B0 90 0 00 60 88 81 33
70 6f 6f 6c 83 6e 74 78
21

29
b5
79
06
83

45
29
2e
64
6T

2d
cd
ad
65
72

24
ad
97
62

88 0@ 45 B0
64 32 88 98
81 68 89 81
69 61 be B4
00 08 81 oo

t---P JE-$--E

CP-@-@ }--d2
5-/ vy.
3 -debian
pool-ntp -org



Yol srdold 43,5 g e
g Ysb \luw <o Subdomain Y. DNS Tunneling , b 5l ®

S e
‘?xyb e
e google.com
* microsoft.com
* example.org
1S oo Sl e

* a8sd7as9d8as7d9as8d7as9d.example.com
* d82kdn29d8d92kd92kdn92kd.domain.net



3,5 e ly o9 SYeb bd ol Wireshark ,»e
*dns.gry.name.len > 40
g o 03 isles cawl ST Fe 5l s la gyl Jobo S slaaiols®

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mJe RT QewEF = EQqaaqFH

@ Lapturing from tthernet’

|dns.qry.name.|en > 40
No. Time Source Destination Protocol Length Info



¥ sb sSubdomain .. IS sl

Ay JS 43 X8l o SlEISubdomain Y Y sex<DNS Tunneling *
1S gSdia JUia o
* as8d7a9sd8a7sd98a7sd9a87sd.domain.com
A Leal el 3 Jd (Y sk slaaid (555 1) JSad il sia o
S Ll g il e

* dns.gry.name contains ".



ﬁ Capturing from Ethernet

)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
m e RE Qe EF & = @ & Q FF
A |dns.qry.name contains "." ‘Eﬂ
No. Time Source Destination Protocol Length Info
r 1 6.660000 192.168.100.50 8.8.8.8 DNS 81 Standard query 8x29b1 A 3.debian.pool.ntp.org
L 2 B.00oBEe 192.168.180.508 8.8.8.8 DNS 81 Standard query @x19ba AAAA 3.debian.pool.ntp.org
12 5.0887048 192.168.180.508 8.8.8.8 DNS 81 Standard query @xac3b A @.debian.pool.ntp.org
13 5.6687848 192.168.1060.50 8.8.8.8 DNS 81 Standard query 8x3422 AAAA B.debian.pool.ntp.org
25 16.813153 192.168.1060.50 8.8.8.8 DNS 81 Standard query Bxac3b A 8.debian.pool.ntp.org
26 106.813153 192.168.180.508 8.8.8.8 DNS 81 Standard query ©8x3422 AAAA ©.debian.pool.ntp.org
34 15.819448 192.168.180.508 8.8.8.8 DNS 81 Standard query @xd8db A 1.debian.pool.ntp.org
35 15.828423 192.168.1060.50 8.8.8.8 DNS 81 Standard query Bxe7c5 AAAA 1.debian.pool.ntp.org
42 26.825337 192.168.1060.50 8.8.8.8 DNS 81 Standard query 8xd8db A 1.debian.pool.ntp.org
43 208.025452 192.168.100.50 8.8.8.8 DNS 81 Standard query @xe7c5 AAAA 1.debian.pool.ntp.org
58 25.841821 192.168.180.508 8.8.8.8 DNS 81 Standard query @xfl13d A 2.debian.pool.ntp.org
51 25_A41821 197 _1A8.100 .50 R.R.R.8 NNS 81 Standard auerv BxA237 AAAA 2 _debhian_nool _ntn.ore
<
Frame 1: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \Devi 74 d2 1d 87 58 f1 @@ @c 29 45 2d 24 98 @@ 45 @@ t---P--- )E-%--
Ethernet II, Src: VMware 45:2d:24 (00:0c:29:45:2d:24), Dst: HuaweiTechno 87:50:f1 (74 gg ;g Eé gi gg gg “B‘g 31 5‘; b; ;g ;’f gif 3; gg g? C '@é@f d')"'ﬂ'
. a e5 a +-5- ) -
Int t Prot 1w 4, Src: 192.168.1080.50, Dst: 8.8.8.8
e = PG P2 00 00 03 0@ ©1 33 06 64 65 62 69 61 6e B4 - - - 3 -debian
User Datagr‘am PPOtOCOIJ Src Port: 42539, Dst Port: 53 76 B_F 6_F 6c @2 6e 74 78 a3 6f 72 67 80 80 Bl @p pODl-n‘tp org
v Domain Mame System (query) o1

Transaction ID: @x29bl

Flags: @x018@ Standard query

Questions: 1
Answer RRs: ©

Authority RRs: @




*dns && dns.flags.response ==

ﬁ Capturing from Ethernetl
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

o e RO Qem»EF L2 Q4 FH
A | dns && dns.flags.response == 0 | L
No. Time Source Destination Protocol Info
1 ©.000000 192.168.160.50 8.8.8.8 DNS 81 Standard query 8x29bl A 3.debian.pool.ntp.org
2 B.00BOBE 192.168.160.58 8.8.8.8 DNS 81 Standard query 8x19ba AAAA 3.debian.pool.ntp.org
—~ 12 5.887840 192.168.160.50 8.8.8.8 DNS 81 Standard query Oxac3b A @.debian.pool.ntp.org
13 5.007040 192.168.100.50 8.8.8.8 DNS 81 Standard query ©8x3422 AAAA @.debian.pool.ntp.org
25 16.813153 192.168.180 .58 8.8.8.8 DNS 81 Standard query 8xac3b A 8.debian.pool.ntp.org
26 16.813153 192.168.160.50 8.8.8.8 DNS 81 Standard query ©x3422 AAAA 6.debian.pool.ntp.org
34 15.819448 192.168.160.50 8.8.8.8 DNS 81 Standard query 8xd8db A 1.debian.pool.ntp.org
35 15.828423 192.168.180 .58 8.8.8.8 DNS 81 Standard query @xe7c5 AAAA 1.debian.pool.ntp.org
42 20.0825337 192.168.180 .58 8.8.8.8 DNS 81 Standard query 8xd8db A 1.debian.pool.ntp.org
43 20.0825452 192.168.160.506 8.8.8.8 DNS 81 Standard query @xe7c5 AAAA 1.debian.pool.ntp.org
5@ 25.841821 192.168.160.50 8.8.8.8 DNS 81 Standard query 8xf13d A 2.debian.pool.ntp.org
51 25_ Q41821 192 _168_160_54 R _8_8_8 NNS 81 Standard auerv BxhR237 AAAA ? _dehian_nool _ntn_ore
£

Frame 26: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \Dev
Ethernet II, Src: VMware _45:2d:24 (89:0c:29:45:2d:24), Dst: HuaweiTechno 87:50:f1 (74
Internet Protocol Version 4, Src: 192.168.100.508, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 42736, Dst Port: 53
v Domain Name System (query)
Transaction ID: 8x3422
Flags: @x0100 Standard guery
Questions: 1
Answer RRs: @
Authority RRs: @

2830

74 d2 1d 87 58 f1 8@ ec

08 P8 a6 fo o0 35 @e 2f

LI C RGOl 38 06 64 65 62 69 b6l be @4
83 6f 72 67 OOI-EEN-1]

LR 70 6f 6 6c B3 6e 74 70

29 45 2d 24 98 80 45 @e t P JE-%--E
B0 43 9b 23 40 60 40 11 6a 9c c® a8 64 32 03 @8 C-#g-@- j d2
bf 6f 34 22 81 668 68 61 5./ 04"
-8 -debian-

pool-ntp -org-

54



£ Capturing from Ethernet Capture File Properties Ctrl+Alt+Shift+C IPv6 Statistics
File Edit WView Go Capture Analyze Statistics Resolved Addresses
" a @ X € Q @ = B § Protocol Hierarchy
’I |dns & & dns.flags.response == 0 Conversations
No. Time Source Endpoints
1 ©.000000 192.168.100.50 SILELETE
2 9.0808000 192 .168.100.59 I/O Graphs
— 12 5.p97040 192.168.100.50 Service Response Time >
13 5.867848 192.168.1686.58
25 19.813153 192.168.100.50 DHCP (BOOTP) Statistics
L 26 18.9613153 192.168.106.50 MetPerfMeter Statistics
34 15.819448 192.168.1686.58 ONC-RPC Programs
35 15.828423 192.168.168.58
29West 4
42 26.825337 192.168.106.56
43 20.025452 192.168.100.50 ANCP
58 25.841821 192.168.168.58 BACnet
‘ 51 265 _841821 192 168 _1686_58 Collectd
DNS
Frame 26: 81 bytes on wire (648 bits), 81
Ethernet II, Src: VMware 45:2d:24 (80:0c:2 Flow Graph
Internet Protocel Version 4, Src: 192.168. HART-IP
User Datagram Protocol, Src Port: 42736, O HPFEEDS
v Domain Name System (query) HTTP >
Transaction ID: Bx3422
Flags: ©x@186 Standard query HTTP2
Questions: 1 Sametime
Answer RRs: @ TCP Stream Graphs 4
Authority RRs: @ UDP Multicast Streams
Additional Rits: @ Reliable Server Pooling (RSerPool) b
v Queries
@.debian.pool.ntp.org: type AAAA, cl sllens '
4 DTN »

@ wireshark_Ethernet1V50OPP3.pcapng F5 »




‘\.S @M‘\AA‘J 9
2 Hla by Query dlaxde

[X]

d e Xl < Q M Wireshark - DNS/Query-Response - Ethernet1 - O
& dns.flags.response == =
Time Source Topic / Item Count Average MinVal MaxVal Rate{ms) Percent Burst Rate Burst Start
0.000000 192.168.1 Authorities 0 0.0000 i ) debian.pool.ntp.org
0.600000 192.168.1 Answers 0 0.0000 ; . T e e
5.907040 192.168.1 Additionals 0 0.0000 i i debian.pool.ntp.org
5.007040 192.168.1 ~ €V 0 0.0000  100% - - 0.debian.pool.ntp.org
18.813153 192.168.1 v Types 2027 0.0004 0.0200 0.000 debian.pool.ntp.org
19.813153 192.168.1¢4 PTR 6 0.0000 0.20% 00100 287480 @.debian.pool.ntp.org
15.819448 192.168.1 ARAA 1509 0.0002 49.85% 00100 0.000 debian.pool.ntp.org
15.820423 192.168.1 A 1512 0.0002 49.95% 00100 0.000 1.debian.pool.ntp.org
20.825337 192.168.1 v Servicing 3027 0.0004 0.0200 0.000 debian.pool.ntp.org
20025452 192.168. 1 Unanswered 3021 0.0004 99.80% 0.0200 0.000 1.debian.pool .ntp.org
. 5D e Retransmissions & 0.0000 0.20%  0.0200 1972438 debian.pool.ntp.org
25041821 197 _168 .1 Answered (ms) 0 0.0000 0.00% - - 7 _dehian_nool .ntn_ore
v Payload 3027 0.0004 0.0200 0.000
- 26: 81 bytes on wire ( <= 64B 3024 0.0004 99.90% 0.0200 0.000 5 t+...p YE-$- E
e <=32B 3 00000  0.10% 00100  2816.894 5 Cc#@-@ - -d2
rnet Protocol ‘u’er‘sio; a, v Opcodes 3027 0.0004 0.0200 0.000 i 5-/ -o4" .
Datagram Protocol, Src Standard query 3027 0.0004 100.00% 0.0200 0.000 53, N J-EB -debian-
in Name System (query) v Labels 3027 0.0004 0.0200 0.000 22l eE  =ElEs
. bth Level 6 0.0000 0.20%  0.0100 287.480
~ansaction ID: B8x3422 b . ahan ARA An 7Aoo AAAA R
Lagsf 0x0100 Standard qu Display filter: | Enter a display filter ... | | Apply
Jjestions: 1 — -
1swer RRs: © Copy Save as... Close
sthority RRs: @
iditional RRs: @
leries
A_dehian_nonl _ntn.ors: tvne AAAA. class TN



A8 e odlizwiBase64 5l LDNS Tunnel ;| Lse

D gl o
*dns.gry.name matches "[A-Za-z0-9+/=]{20,}"
Sl b STunnel dia) 5 aa ol ) (adials cpis Sl

£ Capturing from Ethernet1
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mae % QReE=EZF S = QQQ F[H

: |dns.qry.name matches "[A-Za-z0-9+/=]{20}"
No. Time Source Destination Protoco | Length Info



*Source IP

‘ Wireshark - Packet 13 - Ethernet’

L

AWEAW

o 9 S SIS Packet ¢y,

*
L2 R 2 2R 2 4

(4%)

jecee
188008
37848
37040
31315
31315
31544
32842
32533
32545
34182
182

81
IT,
Prot

agram
ame S
actio

Bx0

Frame 13: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \Device\NPF {BAR9A731-46FA-4991-9CB7-4
v Ethernet II, Src: VMware 45:2d:24 (@8:8c:29:45:2d:24), Dst: HuaweiTechno 87:50:f1 (74:d2:1d:87:50:F1)
Destination: HuaweiTechno 87:5@8:f1 (74:d2:1d:87:58:11)
Source: VMware 45:2d:24 (@0:8c:29:45:2d:24)
Type: IPv4 (BxBB300)
[Stream index: @]
Internet Protocol Version 4, Src: 192.168.1806.58, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 42736, Dst Port: 53

Nomain MName Svstem (auerwv)

£

9000 74 d2 1d 87 50 f1 @@ @c 29 45 2d 24 @8 @0 45 @@ t---P--- )E-$--E

9910 @@ 43 9b 21 40 00 40 11 6a Je c® a8 64 32 8 88 -C-1@-@ j---d2-

@220 @8 @8 a6 @ @8 35 80 2f bf 6f 34 22 01 @0 -5/ -0a"--[B
9930 00 @0 @O 0P 00 @0 O1 30 06 64 65 62 69 61 be 84 @ -debian

9040 70 6f 6f 6c @3 Ge 74 7@ 03 6f 72 67 @@ @0 1c 8@ pool-ntp -org- - -

oese @1 :

Na.: 13 - Time: 5.007040 - Source: 192.168.100.50 - Destination: 8.8.8.8 - Protocol: DNS - Length: 87 - Info: Standard query 0x3422 AAAA O.dehian pool.nip.org



PCAP JIB 40 00 98T o (39 o T (51als Vo yug
SOC s ojgy 4o

‘ Wireshark - Save Capture File As X
® X & Qe Look in: =| C\Users\Administrator\Documents b Q [,4; @ @
Nt Titer dns ~
. B My Computer Name Size Type Date Modified
Time Source N LC7 Reports File..lder 10/30/..:51 PM
8.0800000 192.168.1606.59 a Administrator
8.800000 192.168.100.58
5.087048 192.168.100.59
5.087848 192.168.1806.58
18.6813153 192.168.1606.59
18.613153 192.168.100.58
15.019448 192.168.100.59
15.828423 192.168.1806.58
28.825337 192.168.1606.59
28.825452 192.168.100.58
25.041821 192.168.100.59
25 Q41821 192 _1R8_1606 .58
e 43: 81 bytes on wire (648 bit
rnet II, Src: VMware 45:2d:24
astination: HuaweiTechno 87:58:
surce: VMware 45:2d:24 (@@:0c¢:2
vpe: IPv4 (©xe808)
stream index: @]
rnet Protocol Version 4, Src: 1
Datagram Protocol, Src Port: 4 ~
in Name System (query) File name: H e
~ansaction ID: @xe7c5 Cancel
lags: 8x01868 Standard guery
Jestions: 1 Save as: | Wireshark/... - pcapng ~ Help
1swer RRs: @ e e




- wole el e snlgso SIPacket lia lass Mo S,HPCAP S, o
s 5l Y50meSOC (sl 0595, 3y 00 3L loj gy sixPacket -a,Packet-

w406 Ve 5l 68 0 B aiS e odlazwl TOp-Down gy Ldow 5,
QS e 1y S eSie

U i oa (omin | Sl 5 S Jlal 1kl cla Packet (o sl 40
288 a1y gale e Host

il e g yie
e Statistics - Identify abnormal host - Investigate traffic



PCAP Jid ;0 S JLe
A€Index ' JBWireshark s jlal e
Jrd slaaionn 3 S Jay o
e Statistics - Endpoints

* [PV4
2 gl e 0ald el WP e\.m;u:d\ésg\ e

TRE QeamsEg &= = @ a @ F[{
M Wireshark - Endpoints - Ethernet1 - O >
Endpoint Settings Ethernet - 2 IPv4 . 2 1Pv6 TCP UDP. 874
Name resolution Address Packets Bytes Total Packets PercentFiltered Tx Packets Tx Bytes Rx Packets RxBytes Country City
o ) 8888 3,519 285kB 3,519 100.00% 0 0 bytes 3519  285kB
Limit to display filter 192.168.100.50 3,519 285 kB 7,597 46.32% 3519  285kB 0 Obytes
; Copy v
Map
37 N
a Protocol
[J Bluetooth
1 BPv7
[ bcep
i Ethernet
[0 FC
1 FoDI
[ IEEE 0211
— ICCE AAY AC A v
‘F Iter list for specific type < >
STEmM TOUETV T T




aga S gl o

* Packets
* Bytes
* TX
* RX

Tl S S ia (s an
* 192.168.1.10 200 packets
 192.168.1.15 180 packets
 192.168.1.22 120 packets
¢ 192.168.1.45 9500 packets




ip.addr ==192.168.1.45 -
i e ) )HOSt e S8l )i asd (4 6iS) e

A s&iDestination ¢ sie 4 @
« 192.168.1.45 - 8.8.8.8
¢ 192.168.1.45 > 142.250.190.14
« 192.168.1.45 - 185.231.67.21
s LSS ) s JBIP Sy Al
¢ 185.231.67.21



o] OJ;ReSOIVQ Ls:l.mdwo‘b 4> fb"‘*‘“"‘“’ L)"‘ SO u}S"

*dns && ip.addr ==192.168.1.45
Al S Slia gladiala Jlia aqe

Port Scan ~__»°
*tcp.flags.syn == 1 && tcp.flags.ack ==
i i (530 ISYN aessas Gl Sl
* Possible scanning or worm



Windows LAPS (Local Administrator Password Solution)

Local (clacslsT 5 g ol o pte (gl g ,Solo ds dseus ®
ol (659409 briww (69, Administrator

& ygods au & Windows 11 / Windows Server 2022l o ol ©
ool 005 0038 LAPS 351 4 3,15 2959 390009 43 Built-in

L v dod 9y Administrator 3 gmw 45 cul ol ol Lol Gun e
WS gt (618493 9 AT «Silogil jgods g awld LSS



.\Jsgo J:-LAPS S Jw‘ Jiw.o'
Sl 1 gyl 5> ¢
313 3629 Local Admin & Workstation aes ¢, ®

Gl Gy pilns 4o (59) (4l 3)5u ¢

* Administrator : P@ssword123
2 ygms lod b Ailg3 0 XS COMPromise |y piwww S Lid yalpe S1¢
1S 1ogin g 4és 4
s> ol lateral movement °
.S credential harvesting
g 0 0333 3L 5 BloodHound > a5 el glales jlon L5 oyl



W o el Windows LAPS a5 ¢,

ol o sy ®
LS o0 W55 (598 9 (DDA D ygme S0
1S o 053 Azure AD |, Active Directory 1, - ®

e e
* PC-1 - kF#92!lds@aQl
* PC-2 - Wq!3sa$Xz19
* PC-3 > RIdS29AlaP@



G2l s S Jhe

o)l PoalS Voo 505 S 0 S (5,8 0

3,5 3929 Local Administrator ¢l &G oyl 4o gg, °
20U p.&zu ULMS\, D ) guns S mej dod 69y 9 ®

* Administrator : Company@123




148 Cowl o) SU ki 5lis1s

LS S |y i pl | (SO i ooloe (510

Syl Cuwd &y 1y (oo (yredl 590

I pincns dulls Elyus 3930 3 )9 (ylods b Llg5 0@

LS S e ob 550 el 4 @39l s G 5 S ®

oS o oyl
Lateral Movement-

S ) p2lee (Sl S



KVORN N0 PO COV- V) 885 sl LAPS

‘ueS o LAPS

3 g il (g8 b atil 3,8 4k b Ll pieww y» e AdMINIStrator »,g..
D9 o5 8065 LS Cdg din

93,3 3954 Local Administrator Yof I,

S e S e 5 DOMaIN jl Jaiue 45 Canl miaaw 69y BB 0 pse olus S Local Administrator sl
3

il oy DOMain & piwsw®

95 2l Domain Controller L LLs,le

Llo i asl cuga il o S

31> el |y pwwr S o Clus (ol L ol oo o2 b

Sgud oo a0 gl Yaore ol Jol5 Bda S5 prod



Ui 9 4 aSUser local Administrator Jlgw oG &
PO 0,8 o8 5l v Jladyes by CoMS i )3 453

Syl Lo g ;3 ST o 3,410 349,15 b joi ale
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* Configure the policy value for Computer Configuration -> Administrative
Templates -> Windows

* Components -> AutoPlay Policies
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s [WIN-DHUUISTETDUEIYAM.MNET] Policy
i Computer Configuration
w | 7| Policies
» [ Software Settings
» [ Windows Settings
~ | Administrative Templates: Policy definiti
» 7] Control Panel
» [ Network
[ Printers
[ Server
» [ 7] Start Menu and Taskbar
s & System
v | Windows Components
[] ActiveX Installer Service
[ 7] Add features to Windows 10
| App Package Deployment
7] App Privacy
7] App runtime
[ Application Compatibility
] AutoPlay Policies
» || Biometrics
> [ BitLocker Drive Encryption
71 Camera

Select an item to view its description.  Setting

| Control Panel

] Network

| Printers

| Server

[ | Start Menu and Taskbar
[ System

[ Windows Components
[ All Settings

=] Group Policy Management Editor
File Action View Help

&= | nE = HE T

=] s [WIN-OHUUISITGTD.KIYAN.NET] Policy
~ (A Computer Configuration
v || Policies
» 7] Software Settings
5 [ Windows Settings
~ [ | Administrative Templates: Policy definiti
» [] Control Panel
v ] Metwork
| Printers
] Server
+ [ Start Menu and Taskbar
5 [ System
~ || Windows Components
|| ActiveX Installer Service
[ ] Add features to Windows 10
[7] App Package Deployrment
[ App Privacy
[7] App runtime
[ Application Cormpatibility
| AutoPlay Policies
» [ | Biometrics
» [ BitLocker Drive Encryption
| Camera

T Cland M ankant

Select an itern to view its description.

Setting

|==] Turn off Autoplay

|==] Prevent AutoPlay frem remembering user choices,
|==] Disallow Autoplay for non-velume devices

|| Set the default behavier for AutoRun
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Drives All:Enabled "4 | JAutoPlay off Turn "" i 488 5 y) e dqe
* Configure the policy value for Computer Configuration ->

Administrative Templates -> Windows
* Components -> AutoPlay Policies

=l Group Policy Management Editor - O

File Action View Help

e 2m = Hm 7

=] s [WIN-OHUUISITG1D.KIVAN.NET] Policy ~
v il Computer Configuration
~ || Policies
| Software Settings
| Windows Settings
~ [ Administrative Templates: Policy definiti

_ AutoPlay Policies
Turn off Autoplay Setting

urn off Autoplay

| Prevent AutoPlay from remembering user choices.

Edit policy setting ~

\iz| Disallow Autoplay for non-volume devices

£

| Control Panel

| Metwork

" Printers

| Server

7 Start Menu and Taskbar
| System

1 Windows Components

" ActiveX Installer Service

| Add features to Windows 10
| App Package Depleyment
| App Privacy

1 App runtime

| Application Compatibility
| AutoPlay Policies

" Biometrics

| BitLocker Drive Encryption
| Camera

" Cloud Content

4 eettinnlcl

Requirernents:
At least Windows 2000

Description:
This policy setting allows you to
turn off the Autoplay feature.

Autoplay begins reading
from a drive as soon as you insert
media in the drive, As a result, the
setup file of pregrams and the
music on audio media start
immediately.

Prior to Windows XP 5P2,
Autoplay is disabled by default on
removable drives, such as the
floppy disk drive (but not the CD-
ROM drive), and on network
drives.

Starting with Windows XP
SP2. Autoolav is enabled for

|iZ] Set the default behavior for AutoRun

v
<

Extended /{Standard /{
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Computer Configuration

Windows Settings
Security Settings
Local Polices

User Rights Assighnment

Allow log on locally

"= Group Policy Management — O p
& File Action View Window Help - &
o= 2m Xo HE
2 Group Policy Management CTL+ALT+DEL
v £\ Forest:testlocal Scope Details Settings Delegation
v | Z5 Domains .
Links
v & testlocal _ o _
a"- Default Domain Policy Display links in this location: et local
a: q The following sites, domains, and OUs are linked to this GPO:
= | Domain Controllers
| Jiloy Lc.v-cation Enforced Link Enabled Path
v (B b (2] w5 No Yes test.local/sd
»i] CTL+ALT+DEL
:'.— L.FUSJ‘;: € b}
2| Wl
Sy s Security Filtering

= Group Policy Objects
¥ WMI Filters
;] Starter GPOs
(3 Sites
sti Group Policy Modeling
« Group Policy Results

The settings in this GPO can only apply to the following groups, users, and computers:

Name
Eﬂ Authenticated Users

Add... Remove Properties

WMI Filtering
This GPO is linked to the following WMI filter:

<none= = Open



_:J Group Policy Management Editor >
File Action View Help
o 7@ XE =
=/ Default Domain Policy [SERVER1.TEST.LOCAL] Policy Policy Policy "
v C:_::mpl.!t:er Configuration ., Access Credential Manager as a trusted caller Not D
v _F?h;'e:ma et ls| Access this computer from the network Mot D
f __IJ ‘-J:' d e ;::tlhgs .4 Act as part of the operating system Not D
v indows Settings
. 9 ) ) 24 Add workstations to domain Not D
. Name Resolution Policy ]
) Seripts (Startup/Shutdown) 4| Adjust memory quotas for a process Not D«
_ E Deployed Printers 5 Allow log on locally
. i Security Settings =4 AMllow log on through Remote Desktop Services Not D
. =3 - Back up files and directories Not D
- =i Account Policies = P
" j Local Policies ., Bypass traverse checking Not D
| Audit Policy i/ Change the system time Not D
é User Rights Assignment 24 Change the time zone Mot Dy
i Security Options 2 Create a pagefile Mot D
> j Event Log .| Create a token object Not D«
- [ @ Restricted Groups iy Create global objects Not D
> _5 System Services 2 Create permanent shared objects Not D
~ .3 Registry 4| Create symbolic links Not D
> L4 File System .«) Debug programs Not D
' Lﬂr wfrEd Network (IEEE ?’GB} P‘]‘I'C'ES .| Deny access to this computer from the network Not D
— Windows I_Jefender Flrewa.ll_mth Advanced S¢ (5 Deny log on as a batch job Not D
_.J 1:_ I rk :'E't Ma:aiz;l:;l;? ke 24 Deny log on as a service Not D
' '% 5 I;T_Es: ?::r ( ) Policies s/ Deny log on locally Not D
ettt ittt s/ Denv loa on throuah Remote Desktop Services Not Di *

i




Audit Logging :y,5 Jlx3

* Group Policy Management

e Default Domain Controllers Policy

* Computer Configuration

* Policies

* Windows Settings

* Security Settings

* Advanced Audit Policy Configuration
* Audit Policies



= Group Policy Management Editor — O x

File Action View Help
o AN

- & Restricted Groups A
- & System Services
- 4 Registry :
& File System Getting Started
- ig]’ Wired Network (IEEE 802.3) Policies Advanced Audit Policy Configuration settings can be used to provide detailed ¢

policies, identify attempted or successful attacks on your network and resource:

. Windows Defender Firewall with Advanced S¢ §ance with nules goveming the mana t of catical arganizational ,

| Network List Manager Policies

- 2l Wireless Network (IEEE 802.11) Policies
B8 public Kev Policies When Advanced Audit Policy Configuration settings are used, the "Auc
e Y policy subcategory settings (Windows Vista or later) to ovemide audit pc
. Software Restriction Policies settings” policy setting under Local Policies\Security Options must also

» [ Application Control Policies
- &, 1P Security Policies on Active Directory (TEST.L

v [ Advanced Audit Policy Configuration £ More sbout
v 1% Audit Policies ) Which edtions of
» [ Account Logon A summary
. |23 Account Management ) )
- : 7 Categories Configuration
- 2 Detailed Tracking
_ :é DS Aceacé Account Logon Not configured
_ :é Logon/Logoff Account Management Not configured
= 5 Detailed Tracking Not configured
» |23 Object Access
._ :é Policy Change DS Access Not configured
= cy 9 Logon/Logoff Not configured
' ‘-':é Pivilegeie Object Access Not configured
' L‘:é System . . Policy Change Not configured
) - [ Global Object Access Auditing v ||| Privilege Use Not configured




e Success and Failure

*AuUC
*Aud
*AUC
*AUC

*AUC

It Logon

It Account Logon
Directory Service Access

It
It
It

Policy Change

Privilege Use

= Group Policy Management Editor

File Action View Help

mep 25 HEE

o5 Jib e

‘59 ‘) dod> ®

A Restricted Groups
4 System Services
A Registry

4 File System

74/ Wired Network (IEEE 802.3) Policies
_ Windows Defender Firewall with Advanced Se

| Network List Manager Policies

5_.4','. Wireless Network (IEEE 802.11) Policies

_ Public Key Policies
_ Software Restriction Policies
“| Application Control Policies

&, 1P Security Policies on Active Directory (TEST.L
v [ Advanced Audit Policy Configuration

v 1% Audit Policies
E Account Logon
jEi Account Management
A Detailed Tracking
ja DS Access
5 Logon/Logoff
& Object Access
A Policy Change
& Privilege Use
jé System

3 Global Object Access Auditing

.? Advanced

Getting Started

Advanced Audit Policy Configuration settings can be used to provide detailed ¢
policies, identify attempted or successful attacks on your network and resource:
compliance with rules goveming the management of critical organizational assel

When Advanced Audit Policy Configuration settings are used, the "Auc
l,\ policy subcategory settings (Windows Vista or later) to ovenide audit p¢
~  settings” policy setting under Local Policies\Security Options must also

B More about

B} Which edtions of

A summary

Categories Configuration
Account Logon Not configured
Account Management Not configured
Detailed Tracking Not configured
DS Access Not configured
Logon/Logoff Not configured
Object Access Not configured
Policy Change Not configured
Privilege Use Not configured



Event Logs 055 y9wilbe

Domain Controller: &,,*
* Event Viewer
SY oy Sate ®
*Security Log
* Directory Service Log
* System Log



@ Event Viewer
File Action \View Help

«= @ HE

2] Event Viewer (Local)
» ﬁ Custom Views
v [ m Windows Logs
@ Application
§s] Security
£ setup
@ System
% Forwarded Events
» [ Applications and Services Loc
L_E Subscriptions

Event Viewer (Local)

Overview and Summary

Reading data, ¢

To view events that have occurred on your computer, select the appropriate source, log or custom view node in the console tree. The
Administrative Events custom view contains all the administrative events, regardless of source. An aggregate view of all the logs is shown

Cwier
ot

below.

Reading 'Remote-Desktop-Management-Service/Admin’ log ...

Name Description
Applications and Services .. N/A
Windows Logs\Security MN/A

Modified
5/16/2026 12:51:06 PM
5/16/2026 12:51:11 PM

Created

10/13/2025 4:52:06 PM
5/14/2025 717:19 AM

402zl

-l




L Event ID ;p & neeo

*4624 — Successful Logon

*4625 — Failed Logon

*4672 — Admin Logon

4720 — User Created

*4728 — User added to Admin group
*4740 — Account Lockout

s e
File Action View Help
o= 2E HE

@ Event Viewer (Local)

v

7 Custom Views
& Windows Logs
<] Application
{+] security
ﬂ Setup
& System
£] Forwarded Events

) Applications and Services Loc

_4 Subscriptions

Security Number of events: 184,895

Keywords Date and Time Source EventID Task Ca..
A, Audit Success 5/16/2026 12:53:51 PM Micros... 4634 Logoff
<4, Audit Success 5/16/2026 12:53:51 PM Micros... 4624 Logon
;‘.\v_Audit Success 5/16/2026 12:53:51 PM Micros... 4672 Special ..
i\“‘ Audit Success 5/16/2026 12:52:51 PM Micros... 4634 Logoff
4 Audit Success 5/16/2026 12:52:51 PM Micros... 4624 Logon
<\ Audit Success 5/16/2026 12:52:51 PM Micros... 4672 Special ...
Q&.‘Audit Success 5/16/2026 12:51:51 PM Micros... 4634 Logoff
;\.‘Audit Success 5/16/2026 12:51:51 PM Micros... 4624 Logon
;\Q Audit Success 5/16/2026 12:51:51 PM Micros... 4672 Special ..
<., Audit Success 5/16/2026 12:51:07 PM Micros... 4634 Logoff
;\Audit Success 5/16/2026 12:50:57 PM Micros... 4634 Logoff

Event 4634, Microsoft Windows security auditing.

General

Details

An account was logged off.

Subiect:

Log Name:
Source:
Event ID:
Level:

User:

Security
Microsoft Windows security i Logged:

4634

Information

N/A

Task Category:
Keywords:

Computer:

5/16/2026 12:53:51 PM
Logoff
Audit Success

serverl.testlocal
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* Group Policy Management

* Computer Configuration
* Policies

* Windows Settings

* Security Settings

* Local Policies

* Security Options



=/ Group Policy Management Editor

File Action

i adnd

View Help

aE X= HE

v j Local Policies
j Audit Policy
~ j User Rights Assignment
j Security Options
- j Event Log
& Restricted Groups
- 4 System Services
- 4 Registry
- |4 File System
- 28 Wired Network (IEEE 802.3) Policies
- ] Windows Defender Firewall with Advanced S¢
| Network List Manager Policies
- 2 Wireless Network (IEEE 802.11) Policies
- ] Public Key Policies
. Software Restriction Policies
- | Application Control Policies
- S IP Security Policies on Active Directory (TEST.L
" Advanced Audit Policy Configuration
' Policy-based QoS
» 1 Administrative Templates: Policy definitions (ADMX f
- ] Preferences
v % User Configuration
- [ Policies
» || Preferences

Policy

2] Accounts: Administrator account status

L. Accounts: Block Microsoft accounts

4 Accounts: Guest account status

i) Accounts: Limit local account use of blank passwords to cons...
.4 Accounts: Rename administrator account

.4 Accounts: Rename guest account

./ Audit: Audit the access of global system objects

4 Audit: Audit the use of Backup and Restore privilege

e, Audit: Force audit policy subcategory settings (Windows Vista...
w4 Audit: Shut down system immediately if unable to log securit..
L., DCOM: Machine Access Restrictions in Security Descriptor Def...
., DCOM: Machine Launch Restrictions in Security Descriptor De...
.4 Devices: Allow undock without having to log on

.1, Devices: Allowed to format and eject removable media

4| Devices: Prevent users from installing printer drivers

4, Devices: Restrict CD-ROM access to locally logged-on user on...
.| Devices: Restrict floppy access to locally logged-on user only
.2, Domain controller: Allow server operators to schedule tasks

.z, Domain controller: Allow vulnerable Netlogon secure channel...
<) Domain controller: LDAP server channel binding token requir..
..« Domain controller: LDAP server signing requirements

.2/ Domain controller: Refuse machine account password changes

L NAamain mambase Niaitallhs ancnmt Ar cian camira channal Aad

Policy Setting
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Nt Nafinad




* Domain controller: LDAP server signing requirements

e Action View Help

S 257 XE = HE

= Scripts (Startup/Shutdown)
== Deployed Printers
v i Security Settings
4 Account Policies
v | Local Policies
3 Audit Policy
.j User Rights Assignment
3 Security Options
j Event Log
A Restricted Groups
4 System Services
4 Registry
"4 File System
f__Q,' Wired Network (IEEE 802.3) Policies
| Windows Defender Firewall with Advanced Se
| Network List Manager Policies
;‘g Wireless Metwork (IEEE 802.11) Policies
~ Public Key Policies
| Software Restriction Policies
_| Application Control Policies
@ IP Security Policies on Active Directory (TEST.L
_| Advanced Audit Policy Configuration
alli Policy-based QoS
_| Administrative Templates: Policy definitions (ADMX f
] Preferences
% User Configuration
1 Policies
_| Preferences

Policy

Ly Audit: Audit the access of global system objects
1z Audit: Audit the use of Backup and Restore privilege

l¢| Audit: Force audit policy subcategory settings (Windows Vista..

1y Audit: Shut down system immediately if unable to log securit..

L) DCOM: Machine Access Restrictions in Security Descriptor Def...
1.y DCOM: Machine Launch Restrictions in Security Descriptor De...

|4 Devices: Allow undock without having to leg on
1y Devices: Allowed to format and eject removable media

Ly Devices: Prevent users from installing printer drivers

\y Devices: Restrict CD-ROM access to locally logged-on user on..

|4 Devices: Restrict floppy access to locally logged-on user only

1.y Domain controller: Allow server operators to schedule tasks

14| Domain controller: Allow vulnerable Netlogon secure channel...

|y Domain controller: LDAP server channel binding token requir...

"l Domain controller: LDAP server signing requirements
l.4) Domain controller: Refuse machine account password changes
L) Domain member: Digitally encrypt or sign secure channel dat..
lz) Domain member: Digitally encrypt secure channel data (when..
1) Domain member: Digitally sign secure channel data (when po..
l.4) Domain member: Disable machine account password changes
Ly Domain member: Maximum machine account password age
\.y) Domain member: Require strong (Windows 2000 or later) sess..
l.4| Interactive logon: Display user infarmation when the session ..
l4) Interactive logon: Do not require CTRL+ALT+DEL

Ly Interactive logon: Don't display last signed-in

Policy Setting
Mot Defined
MNot Defined
Mot Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Mot Defined
MNot Defined
MNot Defined
Mot Defined
Mot Defined
MNot Defined
Not Defined
Mot Defined
Mot Defined
MNot Defined
Mot Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Mot Defined




* Require signing

| XE = HEE

e e Dl Gl gl 55 0

Scripts (Startup/Shutdown)

all oo

Deployed Printers
Security Settings
4 Account Policies
4l Local Policies
3 Audit Policy
.j User Rights Assignment
J| Security Options
j Event Log
7 Restricted Groups
| A System Services
A Registry
.4 File System
7u Wired Network (IEEE 802.3) Po
| Windows Defender Firewall wi
| Network List Manager Policies
;}g Wireless Network (IEEE 802.11
_ Public Key Policies
| Software Restriction Policies
_| Application Control Policies
8, 1P Security Policies on Active [
_| Advanced Audit Policy Config
Policy-based QoS
ministrative Templates: Policy defin
nces
iguration
s
nces

Domain controller: LDAP server signing requirements Pro...

Security Policy Setting  Explain

Domain controller: LDAP server signing requirements

S k.

[ Define this policy setting
Require signing

Modifying this setting may affect compatibility with clients, services,

é and applications,

For more information, see Domain controller: LDAP server signing

requirements. (Q823659)

ok ] cane

Apply

curit...

pnly
ks

cuir...

anges
| dat..
vhen..
n po..
I'IgES
age

sess..

sl ..

Vista...

r Def..
or De...

Er on..

nnel...

Policy Setting
Mot Defined
MNot Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
MNot Defined
Not Defined
MNot Defined
Mot Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
Mot Defined
MNot Defined
MNot Defined
Mot Defined
Mot Defined
MNot Defined



